STANDARD STUDENT DATA PRIVACYAGREEMENT

WA-NDPA Standard

Version 1.0

LocalEducation Agency (LEA):
South Kitsap School District
and

Provider:

YouScience, LLC

DATE:
91972021



This Student Data Privacy Agreement (‘DPA”) is-entered into on the date of full execution (the
“Effective Date”) and is entered into by and between: '

-School District-Seuth Kitsap Schoal District , located ‘gt 2699 Hoover Ave SE, Part Qrchard, WA ("LEA" and
Provider: YouScience, LLC i located at: 45, Quallty Dr, #200, American Fork, UT 84003 (the “Provider”).

WHEREAS, the Provideris providing educational or digital services to LEA,

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student
information and other regulated data exchanged between them as required by applicable laws and
regulations; such as the Family Educational Rights and Privacy Act (“FERPA") at 20 U.S.C. § 12329
(34 CFR Part 99); the Children’s Cnline Privacy Protection Act (“COPPA") at 15 U.S.C. § 6501-6506
(16 CFR Part 312), applicable state privacy laws and regulations and

WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their
respective obligations and duties in order to somply with applicable laws and regulations.

NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. A description of the Services to be provided, the categories of Student Data that may be
provided by LEA to Provider, and other information specific to this DPA are contained in the
Standard Clauses hereto.

2. Special Provisions. Check if Required.

If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereby
incorporated by reference into this DPA in their entirety.
If checked, LEA and Provider agrée to the additional terms of modifications set-forth in
~ Exhibit "H"
If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise
known as General Offer of Privacy Terms

3. Inthe event of a conflict between the- SDPC Standard Clauses; the State or Special Provisions.
will control. In the evenitthere is conflict between the terms of the D PA-andany other writing,
'includin'g, but not limited to the Service Agreement and Provider Terms of Service or Privacy
Policy the terms of this DPA shaill control.

4. TReserved]

5. The services to be provided by Provider to LEA pursuant to this DPA are detailed in Extibit
“A” (the "Services”).

e

6. Notices. All notices or ¢ther communication required or permitted to be given hereunder may be
-given via e-mail transmission, or first-class mail, sent to-the designated representatives below.



The designated representative for the Provider for this:DPA is:

Natie: -Audr'ey Nielsen Title: Coniract & Accounting Specialist
adgress: 751 Quality Dr, #200, American Fork, UT 84003
Phone: __385'-?27'3.-'0.748' Emai. AUdrey.nielsen@youscience.com

The designated representative for thie LEA for this DPA is;

Name: Deﬂ'y LyonS .  Title: Dir_ectol‘-' of Information Technology:
Address: 2089 Hoover Ave SE, Port Orchard, WA
Phone: 300-874-7030 emait. IYONS@skschools.org

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date.

Date: . 9/ 9/ 27

Diractar of Informalion Technoiogy

Printed Name: DEITY Lyons Title/Position:.

Name of Provider: YOUSCience, LLC

9/9/20

Date:

Audrey Nielsen .‘ Gontract & Accouiiting Specialist
- Title/Position:,

Printed Name:

STANDARD CLAUSES
Version:3.0
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ARTICLE 1: PURPOSE AND SCOPE

Purpose of DPA. The purpose of this DPAis to describe the duties and responsibilities to protect
Student Data including compliance with all applicable federal, state, and local- privacy laws, rules,
and regulations, all as may be amended from time to time. In performmg these services, the

Provider shall be considered a School Official with a legitimate educational interest, and

performing services otherwise provided by the LEA. Provider shall be under the direct control and
supervision of the LEA, with respect fo its use of Student Data.

Student Data to Be Provided: In order to perform the Services described above, LEA shall

‘provide- Student Dz Data as |dent1f|ecl in the Schedule of Data, atiached hereto as Exh:b:t “B",

DPA Definitions. The definifion of terms used in this DPA is found in Exhibit “C”. In ihe event

of a conflict, definitions used in this DPA shall prevail over terms used in any other writing,

including, but not limlted to the Service Agreement, Terms of Service, Privacy Policies etc.

ARTICLE IIl: DATA OWNERSHIP AND AUTHORIZED ACCESS:

.. Student Data Property.of LEA. All Student Data transmitted to the Provider pursuant to the
Service. Agreement is and will continue fo bethe property of -and under the control of the LEA..

The Provider further acknowledges. and agrees that all copies of such Student Data transmitted

to the Provider, including any modifications or additions or any portion theresf from any source,
are subject to the provisions of this DPA in the same manner as the original Student Data. The

Parties agree that as between them, all rights, including all intellectual property rights in and to
Student Data contermplated per the- Seivice Agreement, shall remain the exclusive property-of the
l.EA: For the purposes of FERPA, the Provider shall be considered a School Official, under the
cantrol and direction of the LEA as it pertains to the use of Student Data, notwithstanding the
above.

Parent Access. To the extent required by law the LEA shall establish reasonable procedures. by
which a parent; legal.guardian, or eligible student may review Education Records and/or Student

Data correct erroneous information, .and procedures for the transfer of student-generated content

to a personal account, consistent with the functionality of services. Provider shall respond in a
reasonably timely manner (and no later than forty-five. (45) days from the date of the request or
pursuant to the time frame required under state law for an LEA to respond to aparent or student,
whichever is sooner) to the. LEA’s request for Siudent Data in a student’s records held by the
Provider to view or correct, as necessary In the'event that a parent of a student or other individual
contacts the Provider to review any of the Student Data accessed pursuant to the Services, the
Provider shall refér the parent or individual to the LEA, who will follow the necessary and proper
procedures regarding the requested information.

Separate Account. If Student-Generated Content is stored of maintained by the Provider,
Provider shall, at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer,
said Student-Generated Content to a separate account created by the student.

Law Enforcement Requests. Should law enforcement or other govemment entities ("Requesting
Party(ies)"} contact Provider with a request for Student Data held by the Provider pursuant fo the




‘Services, the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting
Party, unless lawifully directed by the Requesting Party not to inform the LEA of the request,

. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing:
functions for the Provider in order for the Provider to provide the Services pursuant to the

Service Agreement, whereby the Subprocessors agree: to protect Student Data in a manner no
less stringent than the terms of this DPA:

ARTICLE lll: DUTIES OF LEA
. Provide Data in Compliance with Applicable i aws. LEA shall provide Student Data for the

purposes of obtaining the Services in compllance with all applicable federal, state, and local
privacy laws, rules, and regulations, all as may be amended from time:to.time,

. -Annual Notification of Rights. If the LEA hasa policy of disclosing Education Records and/or
Student Data under FERPA (34 CFR § 99.31(a)(1)), LEA shall include a specification of criteria
for determlntng who constitutes a school official and what.constitutes a legitimate educational
interest.in. its annual notification of rights.

. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames;
passwords, and any other means of gaining access.to the services and hosted Student Data.

. Unauthorized Access Notification. LEA shall notify Provider promptly of any known
unauthorized access. L.EA will assist Provider in any efforts by Providerto investigate and
respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

. Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws;
rules, and regulations pertainirig to Studeént Data privacy and security, all as may be ameénded
from time to time.

2. Authorized Use. The Student Data shared pursuani to the Service Agreement, including

persistent unique identifiers, shall be used for no purpose other than the Services outlined in
Exhibit A or stated in the Service Agreementand/or otherwise authorized under the statutes
referred to herein this DPA. [See Madification at Exhibit "G"]

. Provider Employee Obiigation. Provider shall require all of Provider's émployees and agents
whio have access to Student Data to comply with all applicable provisions of this DPA with respect
to the Student Data shared under the Service Agreement. Provider agrees {o require and maintain
an appropriate confidentiality agreement from each employee or agent with access to Student
Data pursuant to the Service Agreement,

. No 'D'i§closure. Provider acknowledges and agrees that it shall not make any re-disclosure of
any Student Data or any portion thereof, including without limitation, user ¢ontent or other non-
public information and/or personally identifiable information contained in the Studerit Data other

than as directed or permitted by the LEA or this DPA. This prohibition against disclosure shall not

apply to aggregate summaries of De-ldentified information, Student Data disclosed pursuant to-a
lawfully issued subpoena or other legal process, or to subprocessors performing services on



behalf of the. Provider pursuant to this DPA. Provider will not Sell Student Data to any third
party.

. De-ldentified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-

Identified Data may be used by the Provider for those purposes allowed under FERPA and the.
fallowing purposes: (1} assisting the LEA or other governmental agencies in.conducting research
and other studies; and (2) research-and development of the Provider's educational sites, services,
orapplications, and to demonstrate the effectiveness of the Services; and (3) for adaptive learning’
purpose and for customized student learning. Provider's use. of De-ldentified Data shall survive
termination of this DPA or any request by LEA to retum or destroy Student Data. Except for

‘Subprocessors, F’rovtder agrees notio transfer de-identified Student Data to any party unless (a)
that party agrees in writing not to: attempt re-identification, and (b) prior written notice has been
given to the LEA whio has provided prior written consent for such fransfer. Prior to publishing any

document that names the LEA explicitly or indirectly, the Provider shall obtain the |.EA’s written
approval of the manner in which de-identified datais- presented

. Disposition of Data. Upon written request from'the LEA, Provider shall dispose of or provide a

mechanism for the LEA to transfer Student Data obtdined under the Service Agreement, within
sixty (60) days of the date. of said request-and according {e a schedule and procedure as the.
Parties' may reasonably agree. Upon términation of this DPA, if no written request from the LEA.
is received, Provider shall dispose of all Student Data after providing. the LEA with reasonable
prior notice. The duty to dlspose of Student Data shall not extend to Student Data that had been
De-Identified or placed in a separate student-account pursuant to ‘section It 3. The LEA may
employ a “Directive for Disposition of Data” form, a copy of which is attached hereto as Exhibit
2D, I the LEA and: Provider employ Exhibit “D,*no further written request or notice is required
on the part of either party prior to the disposition of Student Data described in Exhlbit "D.

- Advertising Limitations. Provider is prohibited from using, disclosing; or selling Student Data to

{a) inform, influence, or enable Targeted Advertising; or (b) develop a profile of a student; family
member/guardian-or group, for any purpose other than providing the Service to LEA. This section
does not prohibit Provider from using Student Data (i) for adaptive leaming or customized student
learning (including generating personallzed learning recommendations); or (i) to make product
réecommendations to teachers or LEA employees: or (iii) to notify account holders about new
edugcation product updates features, or services or from otherwise using Student Data as
permitted in this DPA and its accompanying exhibits. [See modification at Exhibit "G

ARTICLE V: DATA PROVISIONS

Data Storage. Where required by applicabie law, Student "Da_t_a-shall be stored within the United
-States. Upon request.of the LEA, Provider will provide a list of the locations where Student:

Data is stored.

Audits. No more than once a year, or following unauthorized access, upon receipt of a written
request from the LEA with at least ten (10) business days’ notice and upon the execution of an
appropriate confidentiality agreement, the Provider will allow the LEA to audit the security and
privacy measures that are ini place to ensure protection of Student Data or any portion thereof
as it pertains to the delivery of services to the LEA. The Provider will cooperate reasonably with




the LEA and any local, state, orfederal agency with oversight authority or jurisdiction in
connection with any audit or investigation of the Provider a nd/ar delivery. of Services to students
and/or LEA, and shall provide reasonable access to the Provider's facilities, staff, agents and
LEA's Student Data and all records: pertaining to the Provider, LEA and delivery of Services to
the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA.

Data Security. The Provider agrees to utilize administrative, physical, and technical safeguards
designed to protect Student Data from unau{horized'.access,-disc‘losu‘re‘,'-'a'cqu_is'it_ion, destruction,
use, or modification. The Provider shall-adhere to any applicable law relating fo data security.
The provider shall implement an adequate Cybersecurity Framework based on one of the
nationally. recognized standards set forth set forth in Exhibit “F™. Exclusions, variations, or
exemptions-to the identified Cybersecurity Framework must be detailed in an attachment to
Exhibit “H”. Additicnally, Provider may choose to further detail its security programs and
measures that augment or are in addition to the Cybersecurity Framework in Exhibit “F”.
Provider shall provide, in the Standard Schedule to the DPA, contact information of an
employee who LEA may contact if there are any data security concerns.or-questions.

Data Breach. in the event of-an unauthorized release, disclosure or acquisition of Student Data
that compromises the security; confidentiality or integrity of the Student Data maintained by the
Provider the Provider shall provide nofification to LEA within seventy-two (72) hours of
confirmation of the incident, unless nofification within this time limit would disrupt investigation of
the incident by law enforcement. In such an event; notification shall be made within a
reasonable time after the incident. Provider shall follow the following process:

(1} The security breach notification described above shall include, at a minimum, the following
information fo the extent known by the Provider and as it becomes available:

i. The name and contact information of the reporting LEA subject to this section,

i, Alist of the types of personal information that were orare reasonabiy believed to
have been the subject of a breach. '

fii. I the information is possible to determine-at the time-the notice is provided, then
either (1) the date of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breach occurred, The notification shall- also include the
date of the notice.

iv. Whether the nofification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided; and _

v. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

(2) Provider agrees to adhere to all federal and state requirements with, respect to a data
breach related to the Student Data; including, when appropriate or required, the required
responsibilities and procedures for notification and mitigation of any such data breach.

(3) Provider further acknowledges and agrees to have a written incidént response plan that
reflects best practices.and is consistent with industry standards and federal and state law
for responding to a data breach, breach of security, privacy incident or unauthorized.
acquisition or use of Student Data or any portion thereof, including personally identifiable



information and agrees to pravide LEA, upon request, with a summary of said written
incident response plan.

(4) LEA shall provide notice and facts surrounding the: breach to the affected students,
parents.-or guardians.

{5} In the event of a breach originating from LEA’s use of the Service, Provider shall cooperate
\mth LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “General Offer of anacy Terms” (General Offer, attached
hereto.as Exhibit “E”), be bound bythe terms of Exhibit “E” to any other LEA who signs the acceptance
on said Exhibit. The forim is limited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Yermination. In the event that either Party-seeks to terminate this DPA, they may do so by mutual
written consent so long as the Service Agreement has lapsed or has been terminated. Either party
may terminate this DPA and any service agreement or contract if the other paity breachas any
terms of this DPA.

2. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall
destroy all of LEA’s Student Data pursuant to-Article 1V, sectien 6.

3. Priority of Agreements. This DPA shall govem the treatment of Student Data in order to comply
with the: pnvacy protections, including those found in FERPA and all applicable. privacy statutes
identified in this DPA. In the event there is conflict between the terms of the. DPA and the Service
Agreement, Terms of Service, Privacy Policies, or with ary other bid/RFP, license agreement, or
writing, the terms of this DPA shall apply and take precedence. Inthe event of a conflict between
Exhibit H, the SDPC Standard Clauses, and/or the Supplemental State Terms, Exhibit H will
control, followed by the Supplemental State Terms. Except as described i this paragraph herein,
all other-provisions of the Service Agreement shall remain in effect.

4, Entire Agreement. This DPA and the Service Agreement constitute: the entire agreement of the.
Parties relatlng to the- subject matter hereof and supersedes all .prior comimunications,
representations, or agreements, oral or written, by the Parties relating thereto. This DPA may be
-amended and the obsetvance of any provision of this DPA may be waived (either generally or in
any particular instance and either refroactively or prospectively) only with the signed written
consent of both Parties. Neither failure nor delay on the part of any Parly in exercising any right,
power, or privilege hereunder shall operate as a waiver of such right, nor shall any single or partial
exercise of any such right, power; or privilege preclude any further exercise thereof or the exercise
of any other right, power, or privilege.




. everab:llgg Any provisicn of this DPA that is prohibited or unenforceable in any jurisdiction shall,
as to such jUFISdICtIOH be ineffective to the extent of such prohibition or unenforceability without
invalidating the remaining provisiens of this DPA, and any such prohibition or unenforceability in
any jurisdiction shall not invalidate or render unenforceable such provision in any other
jurisdiction, Notwithstanding the foregoing, if such provision could be more narrowly drawn 5o as
not'to be prohibited or unenforceable in such jurisdiction while; at the same time, mamtalmng the
intent of the Parties, it shall, as o such jurisdiction, be so narrowly drawn without mvaildatmg the
remalning provisions of this DPA or affecting the validity or enforceability of such provision in any
other jUI‘iSdICtIDI"I

. Governing_law; Venue and Jurisdiction. THIS' DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT
REGARD. TO CONFLICTS OF LAW PRINCIPLES. FACH PARTY-CONSENTS AND SUBMITS
TO THE SOLE AND EXCLUSIVE JURISDICTION TQO THE STATE AND FEDERAL COURTS
FOR THE COUNTY OF THE LEA FOR ANY DISPUTE AR[SING OUT OF OR RELATING TO
THIS DPA OR THE TRANSACTIONS. CONTEMF’LATED HEREBY.

. Successors Bound: This DPA is.and shall be binding upon the respective:successors in interest
to Provider in the event of a merger, acquisition, consolidation or other business reorganization
or sale of all or substantially all of the assets of such business In the event that the Provider sells,
merges, of otherwise disposes of its business to a suceessor during the termn of this DPA, the
Provider shall provide writien notice to the LEA no later than sixty (80) days after the closing date
of sale; merger, or disposal. Such notice shall include a written, signed assurance that the.
successor will assume the obligations of the DPA and any obligations with respect to Student.
Data within the Service Agreement. The LEA has the.authority to terminate the DPA if it
disapproves of the. successor to whom the Provider is selling, merging, or otherwise disposing of
its business.

. Authority. Each-party represents that it is authorized to: bird to the-terms of this. DPA, including
confidentiality .and destruction of Student Data and any portion thereof contained therein, all
related or associated institutions; individuals, employees of contractors who may have access to
the.Student Data and/or any portlon thereof.

. ‘Waiver. No delay or omission by either party to exercise any right:hereunder shall be construed
as a waiver of any such right and both parties reserve the right to exerciseé any. such right from
time to time, as often as may be deemed expedient.



EXHIBIT “A”.
DESCRIPTION OF SERVICES

YouScience is an online student career and personal planning system that gives students the
opportunity for personal self-discovery, career éxploration, and skills demonstration. The
specific services provided are subject to the purchase order with the LEA. YouScience provides
the student with one or more of the following services:
1. 10-yearlicense to access YouScience Summit and certification results and/or a 3-year
license to Snapshot
Performance measures of aptitudes and skills certifications
Interest stirvey
Personalized feedback
Career discovery
Resume and seif-advocacy language
Post-secondary-education research and when available, the epportunity to connect
directly with post-secondary education providers |
8. Local internship, work study, and employment opportunities and when available; the
opportunity to conhnect directly with local employers

NowE s wN

YouScience provides the faculty with one or more the following services based on the purchase
order with the LEA:
1. Ability to experience the career guudance personally
Invitation management
View.student resultson an individual basis
Track student progress individually-and across.groups
Administrative reporting
Academic advising reporting

9*91‘.4'&90!\-*

YouScience provides aggregated, de-identified workforce analytics.



IP Addresses of users, Use of cookies, etc.

EXHIBIT “B”
SCHEDULE OF DATA

.J : ',r.l_ ¥ I._.rl' 1“_ n ] < t 2 '»

Qther application technology meia data-Please specify:

Application Use

Meta data on user interaction with application

Statistics

Assessment ‘Standardized test scores
Observation data [ ]
Other assessment data-Please specify: _
Aptitude & Skill 4

Attendance Student school (daily) attendance data

Student class attendance data

Communications

Online. communications captured {(emails, blog entries)

Conduct

Conduct or behavioral data

Demographics:

Date of Birth

Place of Birth

Gender

| Ethnicity or-race

Language information {native, or primary language spoken
by student)

Other demographic information-Please specify:

NSNS

Enroliment

Student school enroliment

Student grade level

N

Homerpom

Guidance counsslor

Specific curriculum programs

Year of graduation

Other enrollment information-Pléase specify:

Parent{Gu'ard_ian
Contact information

Address

Email

Phone

Parenthuardiéni D

Parent ID number (created to link parents to students)

Parent/Guardian Name

First and/or Last

Student scheduled courses

Schedule



Teacher names

Special Indicator

English language learner information.

Low-income status

| Medical alerts/ health data

Student disability information

Specialized education services (IEP or 504)

Living situations (homeless/ioster care) _

Other indicator information-Please specify:

Student Contact
| Information

Address _ Zip code only

Email

Phone

Siudent ldentifiers

Local (School district) ID number

State' |D number

Provider/App assigned student ID number
Student app: usernarh‘e _

‘Student app passwords

Student Name

First and/or Last

Student:In"App
Performance

Program/application performance (fyping program-student
types 60 wpm, reading program-student reads. below grade
level)

Student Program

Academic or extracurricular activities-a student may belong

1R|D| & RRRRRRIRR 1

Membership to or participate in
‘Student Survey . y - _ . L
Re_s_pon_ ses Student responses to surveys or qu:estlnnnalres
-Student work Student generated content; writing, pictures, efc.

QOther student work data -Please specify;” D
Transcript Siudent course grades

Student course data

Student course grades/ performance scores

Other transcript data - Please specify: D
Transportation Student bus assignment

Students pick up-and/or drop off location’

Student bus card ID number

Other transporiation data — Please specify:




Please: list each additronal data element used, stored or'
collected by your application:

None

No Student Data collected at this time. Provider will
immediately notify.LEA if this designation is no longer

|_applicable.




EXHIBIT “C”
DEFINITIONS

De-ldentified Data and De-ldentification: Records ahd information are considered fo be de-identified when all
personally identifiable information has been removed or obscured, such that the remaining information does not
reasonably identify a specific individual, iricluding, but not limited to, any information that, alone or in combination
is lirikable to a specific student and prowded that the-educational agency, or.other party, has made a reasonable
determination. that a student’s identity is not personally identifiable, taking into account reasonable available
information.

Educational Records: Educational Records arerecords, files, documents, and other materials directly related
to a student and maintained by the school or local education. agency, or-by a person acting for such school or
local education agency, mcludmg but not limited to, records encompassing all the material kept in the student’s-
cumulative folder, sich as general ideniifying data, records of attendance and of academic work oompleted
records of achievement, and results of evaluafive tests, health data, disciplinary status, test protocols-and
individualized education programs.

Metadata: means information that provides meaning and context to other data being collected; including, but
notlirnited to date and time records and purpose of creation Metadata that have been siripped of all direct and
indirect identifiers are not considered Personally Identifiable Information.

Operator: means the operator of an internet website, online service, anline application, or mobile application with
actual knowledge:that the site, service, or-application is used for K—12 school purposes.-Any entity that operates
an internet website, online service, online -application, of mobile application that has entered into a signed, written.
agreement with an LEA to provide a service to that LEA shall be considered an “operator” for the purposgs of this
section,

O_riginjating LEA: An LEA who originally executes the: DPA in its entirety with the Provider.

Provider: For purposes of the DPA, the term “Provider” means provider of digital educational software or
services, including cloud-based services, for the digital storage, management, and retrieval of Student Data.
Within the DPA the term “Provider” includes the term “Third Party” and the term “Operator" as used in applicable
state statutes.

Student Generated Content: The term “student-generated content’ means materials or content created by a
student in the services including, but not limited to, essays, research- reports, portiolios, creative writing, riusic
or other audio files, photographs, videos, and account information that enables ongoing ownership. of student
content.

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31(b), a Schoaol Official is a
contractorthat: (1) Performs an institutional service or function for which the agency of institution would otherwise
use employees; (2) Is under the direct control of the agency orinstitution with respect to the Use and maintenance
of Student Data including Education Records; and (3) Is subject io 34 CFR § 99. 33(a) governing the use and re-
disclosure of personally identifiable information from Education Records.

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use.
Student Data: Student Data’includes any data, whether gathered by Provider or provided by LEA orits users,
students, orstudents’ parents/guardians, thatis descriptive of the student including, but notlimited to, 1nformat|on

in the student’s educational record or email; first and last name, birthdate, home or other physical address,
telephone number, -email address, or other information allowing physical or online contact, discipline records,
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videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, social security numbers, biometric information, disabilities, socioeconomic
information, individual purchasing behavior or preferences, food purchases, political” afiiliations, religious
information, text messages, documents, studént identifiers, search actiivity, photos, voice recordings, geolocation
information, parents’ names, or any other information .or identification number that would provide information
about a-specific student. Student Data includes NMeta Data, Student Data further includes “personally identifiable
information (PIi),” as defined in 34 C.F.R. § 99.3 and as defined under any applicable state law, Student Data
shall sonstitute Education Records for the purposes of this DPA, and for the purposes.of federal, state, and local
laws and regulations, Student Data as specified in Exhibit “B” is confifmed to be collected or processed by the
Provider pursuant to the Services. Student Data shall not constitute that information that has been anonymized
or de-identified, or anonymous usage data regarding a student’s use of Provider's services.

Subprocessor: For the purposes. of this. DPA, the term “Subprocessor” {sometimas referied fo as the
“Subcontractor”) means a-party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service to operate and/or improve its service, and who has access to Student Data.

Subscribing LEA: An LEA that was not pariy to the original Service Agreement-and who accepts-the Provider's
General Offer of Privacy Terms.

Targeted Advertising: means presenting an advertisement ‘to a student where the selection of the
advertisementis based on Student Data or inferred over time from the usage of the operator's Internet web site,
online service or mobile application by such student or the retention of such student’s online activities or requests
over time for the purpese of targeting subsequent advertisements. “Targeted advertising” does not include any
advertising to a student on an Internet web site based on the content of the web page or in response fo. a
student's response or request for information or feedback.

Third Party: The term “Third Parly” means a provider-of digital educational software or services, including cloud-
based services, for the.digital storage, management, and retrieval of Education Records and/or Student Data, .
as that tenm'is used in some state statutes. However, for the purpose of this DPA, the term “Third Party” when.
used to-indicate the provider of digital educational software or services is replaced by the term “Provider.”

1190353v1-



EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF DATA

District or LEA, South Kitsap School District. {g dispose of data obtained by Provider pursuant to the terms of the
‘Service Agreement between LEA and Provider. The terms of the Disposition are set forth below:

1. Extent of Disposition

_D__Disp‘ositibn is partial. The categories of data io be disposed of are set forth below or are foung-in
_anattachment to this Directive:

Categories of data:

Disposition is Complete, Disposition extends to all categories of data.

2. Nature of Disposition

1

Disposition shall be by destruction or deletion of data.

Disposition shall be by a-iransfer of data. The-data shall be transferred to the following site as

follows::

Special instuctions: 1o student-owned accounts

3. Schedule. of Disposition

Data shall be disposed of by the following date:

4. Signature

| I As soon as commercially practicable.

_:I__ By Date;

Authorized Representative of LEA Date

5. Verification of Distiosition of Daia

Authorized Representative of Company Date-
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS
1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and’ South Kitsap School District
(“Originating LEA”") which is dated 9/9/20% to any ottier LEA (“Subseribing LEA") who accepts this General Offer
of Privacy Terms (“General Offer") through lts signature below. This General Offer shiall extend only to privacy
protections, and Provider's signature 'shall not necessarily bind Provider to 6ther terms, such as price, term, or
schedlle of services, or to any other provision not addressed in this DPA. The Provider and the Subscribing
LEA may also agree to change the data provided by Subscribing LEA to the Provider to suit the unique needs
of the Subscribing LEA. The Provider may withdraw the General Offer in the event of: (1) a material changes in
the applicable privacy statues; (2) a material changes in the services and products listed in the originating
Service Agreement; or three (3) years after the date of Provider's sigriature to this Form. Su bscribing LEAs
should send the signed Exhibit “E” to Provider at the following email address:

Name of Provider: Y OUSCien CQ‘,” LLC
BY:. &AM \'f/) Jﬁ/w—fj Date:'."9/9/2.0

Printed Name: Audrey Nielsen ____Title/Position; Contract & Accounting Specialist

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agresment with Provider, and by its signature below,
accepts the Gereral Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be Bound
by the same terms of this DPA for the term of the DPA between originating LEA: South Kitsap Schoo! District and.
the Provider. **PRIOR TO ITS EFFECTIVENESS; SUBSCRIBING LEA MUST DELIVER NOTICE OF
ACCEPTANCE TO PROVIDER PURSUANT TO ARTICLE VI, SEGTION 5. **

Name of Subscribing LEA:

By; _ Date: _
Printed Name: Title/Position:
SCHOOL DISTRICT NAME:

DESIGNATED REPRESENTATIVE OF LEA:
Name:
Title:
Address;

Telephone Number:

Email;
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EXHIBIT “F”
DATA SECURITY REQUIREMENTS

Adeqguate Cybersecurity Frameworks:

212412020

The Education Security-and Privacy Exchange (“Edspex"y works in parinership with the Student Data
Privacy Consortium.and industry leaders to mainiain a list of known and credible cybersecurity frameworks
which can protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles*
(“Cybersecurity Frameworks™) that may be utilized by Provider.

Cybersecurity Frameworks

| MAINTAINING ORGANIZATION/GROUP | FRAMEWORK(S)

]

National Inst_itut’e of Standards and NIST Cybersecurity Framework Version 1.1
Technology
'Na_t'_ioha_l [nstitute of Standards and NIST SP-800-53, Cybersecurity Framework
I:I Technology for Improving Critical Infrastructure
| Cybersecurity (CSF), Special Publication
800171 '
International Standards Organi'z_ation' Information technology — Security:

techniques — Information security
management systems (ISO 27000 series)

Center for Internet Security CIS Criticat Security Controls (CSC, CIS

|:, Secure Controls Framework Council, LLC | Security Controls Framework (SCF)
D Top 20)

Office of the Under Secretary of Defense Cybersecu fity Matu ritji Model Certification
D for Acquisition and Sustainment {CMMC, ~FAR/DFAR)
(OUSD(A&S))

Please visit hitp//www.edspex.org for further details about the noted frameworks.

*Cybersecurity Principlés used to choose the. Cybersecurity Frameworks are located here..
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WA
EXHIBIT “G” — Supplemental SDPC State Terms for [State]
Version 1.0

1. Regitals shall have the following sections added: This Amendment for SDPC State Terms for
Washington ("Amendment”) is entered into on the date of full execution (the “Effective Date”) and is
incorporated into and made a part of the Student Data Priv_ac'y'Agreemen't ("DPA”} by and between:

v [Yicibrt b South Kitsap Sehool Dlstriet . . i 26’39 Hoover Ave SE, Port Orchard, WA _ Y -
School Disirict: : , located att : (the “LEA”Y and
Provider Name.:-Yo_u'soienc.e,_.LL'C , located at:- {the “Provider®).

All capitalized terms not otherwise-defined herein shall have the meaning set forth in the DPA.

WHEREAS, the Provider is providing educational or digital services to LEA, which services
include: (a) cloud-based services for the digital-storage, management, and retrieval of pupil records:
and/or (b} digital educational software that authorizes Provider to access, store, and use pupil records;
and

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student
information and other regulated data exchanged between them as required by applicable laws and
regulations, such as the Family Educational Rights and Privacy Act (‘FERPA") at 20 U.S.C. § 1232g
(34 C.F.R. Part99); the Protection of Pupil Rights Amendment (“PPRA") at 20 U.S.C. §1232h; and the
Children’s Online Privacy Protection Act (“COPPA”) at 15 U.S.C. § 8501-6506 (16 C.F.R. Part 312),
accordingly, the Provider and LEA have executed the DPA, which establishes their respective
obligations and duties in orderto comply with such applicable laws;

_ WHEREAS, the Provider will provide the services to LEA within the State of Washington and the
Parties recognizes the-need to protect personally identifiable student information and other regulated
data exchanged between them as required by applicable Washington laws and regulations, such as the
Student User Privacy in Education Rights28.A.604 et seq. and RCW 42.56.580: and other applicable
state privacy laws and regulations; and

WHEREAS, the Provider and LEA desire to enter into this Amendment for the purpose of
clarifying their respective obligations and duties in order to comply with applicable Washington state
faws and reguiations.

NOW, THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

1. Term. The term of this Amendment shall expire on the same date as the DPA.

2. Modification to Article IV, Section 2 of the. DPA. Article 4, Section 2 of the DPA ‘is hereby
amended to'read as follows:

Authorized Use: The Student Data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services outlined in Exhibit "A" or stated in the Service
-Agreement, or authorized under the statutes refefred to herein by this DPA. Provider may use or disclose data
fo:
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(a) Protect the security-or integrity of its website, mobile: application or online. service,

(b) Ensure legal or regulatory compliance or to take precautions against liability.

(¢} Respond to or participaie in the judicial procéss.

(d) Protect the safety of users or others on the website, mobile application or online service.
(e) Investigate a matter related to public safety.

In undertaking the activities specified in subsections (a) through (e) above, Provider shall adhere to. all
applicable data protections contained in this DPA, as well as Federal and Washington State [aw.

3. Modification to Article IV, Section 7 of the DPA, Article IV, section 7 is- hereby amended to add the
following language:

(iv}) providing recommendations for school, educational, or employment purposes within a school-service
without the response being determined in whole orin part or othier consideration from a third party.

IN WITNESS WHEREOF, LEA and Provider exgcute this Amendment as of the Effective Date.
'__ltsap School District

'. / Date: 9/ 9/20 2/

Printed Name: Derry LYO'!’]S Title/Position: Pirecterfiformaton Te;hné'mgy

Provider: YOUScience, LLC

By: @J.wf/m».; W _ Date: 9/9/20%/

Printed Name: Audrey Nielsen Tii:lt—:-)’F’t::s_ition:"'CO'W'E"&“‘a‘:"a“’c‘:'L"‘tir‘E’f_S!’*‘*""a"is't
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Exhibit “H”
DATA PRIVACY AND SECURITY PLAN

GONTRACTOR'S DATA PRIVAGY AND SECURITY PLAN IS ATTACHED HERETO AND INCORPORATED
HEREIN. LEA and Provider agree to the following additional terms and modifications:

YouScience Privacy Policy ~ refer to https:/iwww.youscience.com/ptivacy-policy/
Last Updated: January 8, 2021

Introduction
Thank you for choosing oLt solutions. At YouScience:

» We value your privacy and respect your desire to keep your Personal Data private.
» We do notsell, lease, or rent your identifiable Personal Data without your explicit-consenit.
s Weare committed to providing our Services through a secure, user-controlled environment.

»  We only collect and handle Personal Data-as described in our Privacy Policy.

At the same time, you share responsibility for maintaining your privacy and security — for example,
by safeguardmg your password,

Our Privacy Policy

This is the Privacy Policy of YouScience, LLC (“YouScience,” “we,” “us,” “our”) located at 751 Quahty Drive,
Suite 200, American Fork, UT, 84003. You agree that by accessing our website or signing-up for

our services (co[lectweiy, the “Services”), you allow us to use your-Personal Data according to this

Privacy Policy. This Privacy Pohcy applies to-all of our products (including aptitude and carser discovery and
certifications), software, services, mobile applications, and websites as accessed from time to time by you,:
regardless if the use is in cannection with an account-or not (collectively, our “Services®. If you have
questions or complaints regarding our Privacy Pelicy or practices, please contact us

at privacy@youscience.com or sehd to the attention of our Privacy Administrator, YouScience, LLC, 751
Quality Drive, Suite 200, American Fork, UT, 84003.

When we use the terms “you,” “your,” or “user” in this Privacy Policy, we mean to refer to the person who is
using our Sefvices and from whom we are collecting information. In some cases, this may include students
under the age of thirteen (13) and/or the parents of those students for the purposes of complying with the
Childrer’s Online Privacy Protection Act.(‘COPPA”), as well as the applicable child data protection
requirements under the General Data Protection Regulation (“GDPR”) for students residing in the European
Economic Area (‘EEA”). For maore information on COPPA, GDPR, ahd how YouScience complies with data
protection regulations, please read the sections titled Child Data Privacy. Policies and Your Rights and
Choices Regarding Your Personal Data below,

Your Persorai.Data

in the course of your relationship with us, we collect several types of Personal Data. “Personal Data”

is information that can be used teo identify you, either alone or in combination with other information. By way
of example, we may collect and store the following types of Personal Data::

1. Information that you provide about yourself when registering for and/or purchasing our Services,

which may inchide name, email address, mailing address, user ID, password, and payment



information, except that for children under 13 years of age we do not.collect mailing addresses,
except for zip codes;

2. ‘Your assessment results, career choices, background information, college choices, edticational
pathway choices, skills information, interests, job choices, certifications attempted and earned, and
«other data. you provide to or receive from our Services; and ‘

3. Allinformation, data, texi, software, music, audio, photographis, graphics, video, messages, or other
materials that you provide, except that childrer under 13 years of ags are not permitted to upload
any-audio, photographs or music and such individuals will not have on-line forum access, though
they may communicate directly with customer service through a chat feature.

In some jurisdictions, such as the United States, an IP address may be considered non-
personally identifiable data. In.the EEA, for example, an IP address is considered Personal Data under,

appficable data. protectron laws. If this is the case, we process non-personally identifiable data for the same
purposes as Personal Data under this anacy Pollcy

Geolocation Data: You may choose io allow us to access your location by granting the Site access to
your location when prompted or through your device’s location services settings. You may change
these settings on your device,

When you connect fo the Services, we are able to.recognize the internet (IP) address of the

computer providing you with internet access. Our use of this IP address may. be to: help diaghose problems
‘with.our server or otheiwise administer our Services. This IP address may also be used to gather

broad demographic information. Your IP address is never associated with you as an individual and

never provided to ancther company or organization.

Children’s Data: When we collect Personal Data from children under thirteen (13) years old, we
take steps to protect children’s privacy, inciuding:

» In accordance with applicable law and our practices, requiring that the school administration
‘with-whom we have contracted to provide the Services has obtained consent from:
parents/guardians prior to our colflection, use, or disclosure of any Personal Data from children under
thirteen (13);

« Limiting our collection of Personal Data from children te no more than is reascnably necessary.
to participate in-an online-activity;

+ Giving parents/guardians the ability to request access to Personal Data that we have collecied from
their children and the ability to request that such Personal Data be changed or deleted: and

« Keeping this Privacy Policy updated so that parents, guardians, and schaools can read. about

. ourinformation practices regarding children’s informaticn, what we colfect and how, and

whether and with whom we may share that information.

We strongly advise children never to provide any Personal Data in their usernames.



How We May Use Your Personal Data

For Legitimate Interests. We do not sell.or rent your Personal Data to any third parties, We miay identify you
from your Personal Data and merge or co-mingle Personai Data and Non-Personal Data, for any lawful.
business purpose. Where you provide registration information, cookies can also be used to identify you
when you log onto the Seivices. or portions of the Services. Except as otherwise stated, we may. use
infarmation we- collect from you for the legitimate business purpose of providing our Services to you,
lncludtng. but not Iimlted to:

«  to customize the Services to your preferences and to improve your overall experience (e.g.,-enabling
your purchase; providing information, services, products, and user support that you have requested;
managing and improving our website, mobile applications, sofiware, and Services; providing.
customer support; alerting you about new products and services, event information, and career,
interests, or education upd_at’es: inviting your fo participate in specific research projects, conducting
quality control; or conducting other‘-resear_ch)_;_

« {0 communicate with you:to authenticate your account usage;

« to obtain verified consent from & child's parent of guardian;

= to communicate information and promotional materials to you {where you have not expressed
a.preference otherwise);

« toidentify career, interests; or education information and events pertinent as part of the Services;

+ to deliver certification exams

+ to check on your account status and maintain record of activities in connection with your use of the
Site;

+ o 'notify you.of any changes to relevant agreements or policies;

« 1o enforce our agreements, terms, conditions, and policies;’

s to work with our service providers who perform certain business functions or serviees.on our behalf
and who are bound by contractual obligations consistent with this Privacy Policy;

» to prevent or investigate fraud (or for risk management purposes), or to comply with
legal obligations, court order, or in order to exercise our legal claims or to defend-against legal
claims;

.' to conduct aggregate analysis and-develop business intelligence thiat helps us te enhance,
-operate, protect, make infarrned décisions and report.on the performances of our Services;

+ 1o describe our Services to currentand prospective business partners and to other third paities
for-other lawful purposes; and

» for other purposes identified to you and as requested by vou (please note that you have the right ta

withdraw your consent to such use at any time by contacting us via the contact information below),



With'the Consent of a Data Subject within the EEA; or without consent, if a citizen of any other jurisdiction. If
you are a Data Subject s within the EEA and we- have obtained your consent, we may also use your
information in the following ways; and, if you are a citizen of any otheér jurisdiction, you acknowledge that we-
may use yourinformation in the foliowmg ways:

= to shiare your information with our corporate parenis, subsidiaries, other affiliated entities,
and associated entities for the purposes described in this Privacy Palicy;

» fosend e-mail and postal mail to provide you with updates and news;

¢ ‘to'process any request, you make;

« to progess any commercial transaction, including, but not limited to, fulfilling an order or subscription
réguest; and

« 1o process your Personal Data as described throughout this Pr_ivacy?Poticy..-

Performance of a Contract. If you have agreed to our terms of use, or other terms of sérvice, and you have

created an account, purchased merchandise, signed up for a subscription, or entered into a contest
or sweepstakes, we may-also use your information:

=+ toesiablish your account to use the Services and validate your username, -e-mail, password, andfor
other login credentials
e torespond to your requests
» toprovide yoéu with merchandisé you have requested
» to fulfill your subscription purchase(sy
¢ to notify you of your contest or sweepstakes results
¢ fosend you e-mail and postal mail supplying you with the most recent service information or to send
- youinformation about your order (e.g., order confirmations, shipment nofifications; etc.)
+ to notify you of any changes. to relevant agreemenits or policies
«+ to process your Non-Personal Data as outlined as described thiroughout this Policy
We may use third-party e-mail providers to deliver these communications to you. This is an opt-in e-

mail program..If you no longer want to receive these e-mail communications, you may opt-out of recewlng
email communications.

We may, from time: to time, invite you to participate in online surveys. The information requested in

thése surveys may include, but is not limited:to, your apinions; beliefs, insights, ideas, activities,
experience, purchase history, and purchase intent regarding products, events, and Services. The
information collected by these surveys is used to research market trends, company growth, community
needs; etc. Your input will help us to improve customer experience and shape development of our products
.and Services.

How We May Share Your Personal Data

If someone, including a parent or institutional purchaser, has purchased the: Services for you and you accept
the Service; we share status updates with them 1o indicate your progress, and make data available to them,
including your assessment results, career choices, background information, college choices, educational




pathway choices, skills information, interests, job choices, and other data-you provide to or receive from our
Services.

We do not release your identifiable Personal Data to anyone other than as directed by you and
the purchaser of the Services without-asking. for and receiving explicit consent to. do 50 from you (or
a parent/guardian if the Personal Data pertains to & child under-thirteen (13) years old), unless necessary

to provide you our Services (e.g. credit-card processing) or as required-by law.

If you choose to complete-a fransaction on or through features on the Services using a credit or debit.
card, we may forward your information to third. parties for services such as credit card or tther

payment processing. We utilize Stripe to process such payment transactions. To complete such payments,
you wili bé required to provide Personal Data, together with your payment information (including but not.
limited to, your credit card nurnber). For such transactions, YouScience will only receive the transaction
record (name, payment amount, date, time, etc.), YouScience does not collect or store your payment
information, including credit-card number; rather, Stripe collects and:stores the payment information you
enter. To learn more about Stripe’s policies, you can visit its website here.

We give you the ability to share your identifiable Personat Data with your collaborators (e.g,
parents, counselars, and others), prospective employers, friends, and others through sharing features;
however, this is entirely controlled by you and optional within the Services.

Only if you explicitly consent, we may share your Personal. Data with third parties for the purpose

of informing you about educational opportunities, careers, or other non-YouScience services that may
be relevantio you,

Personal Data You Share Through The Services

+  We may give you the ability to connect with other individuals to share information. In-addition, you
may choose to disclose your own information through othier means, such as a printable PDF 're_port',
including any part of your Personal Data to friends and/or family members, counselors, groups of
individuals, third-party service providers, emplovers, educators, and/or other individuals. We
recommend that you make such choices carefully.

= Your posts to community forums are publicly displayed, and you grant us.a noni-exclusive license to
pubii'ci_y use and display any material you post. We may make such posted material available
to other companies, organizations, or individuals with whoni we have relationships, and use
such:material in connection with the provision of our Services, except that we reserve the right
to discontinue access to-any or all community forums. at any time and users under thirteen (13)
years old may be denied such access entirely.

« Additionally, if you chioose to access, visit, and/or use any third-party social networking service(s)
that may be integrated with our Services, we may receive your Personal Data and other information
about you and your computer, mabile, or other device that you have made available to those social
networking servibes’-,.'includihg information-about your contacts on those services. For example,
some social networking services allow you to push centent from our Service to your contacts or to

pull'information about your cdntacts so you can connect with them on or through our Service, Some



sacial networking services also will facilitate your registration for our Service or enhance or
personalize your experience on our Service. Your decision to use a social n‘etW.orkihg service in
connection with our Service is voluntary. However, you should make sure you are comfortable with
the information your third-pariy social networking services may make available {6 our Service by
visiting those serviges' privacy po’!icies_andior-modifying.yom privacy settings directly with those
services.

+ Personai Data, once released or shared, can be difficult to contain. We have no responsibility
'or'.!iabiiit_y'fo'r any consequences that may result because you release or share your Personal
Data with a third party beyond our control. It is incumbent upor you to share Personal Data only with
peoplte you know and trust.

« If you have a mulii-profile accouit, you should use caution in setting profile-feve! privacy settings. If
you provide us information about others for the purposes of sharing your Personal Data, we will use
the infarmation you provide to contact such person on your behalf-as part of the Services. You agree
that under no circumstances will you provide us infarmation about any individual who is under-
thirteen (13)-years-old.

+  You must opt-out of some features to avoid notifications. We give you the opportunity to opt out of
optional communications, either through ourService or by contac._ting our Privacy Administrator
at privacy@youscience.com. Likewise, if you are reading this.because you have access to the
Personal Data of a YouScience customer through a multi-profile account, we urge you to recognize.
your responsibility to-protect the privacy ofthat customer; and you agree to use that Personal Data

anly for the purpose it is being shared_'with-you.

Third-Party Service Providers.

Service providers help us administer-and provide the Services (for example, a web hosting company whose
services we use to host our platform}). These third-party services providers have access to your Personal
Data only for the purpose of performing services on ot behalf. We require these service providers to
‘comply with all applicable data privacy laws and regu!at:ons and to use Personal Data only for the purposes
for which it was disclosed. We require that any third-party service providers limit their use of your information
solely to providing services.to us and that they maintain the confidentiality, security, and integrity of your
Data and not make unauthorized use or disclosure of the Data, Cur third-party service providers are as.
follows:

e Amazon Web Services, a subsidiary of Amazon- system 'hosting
« Heroku, a subsidiary of Salesforce.com-system hosting and monitoring
».  Google- system hosting and analytics
We use commercially reasonable efforis to engage with third parties that posta privacy policy

governing their collection, processing, and use of Personal Data. While we may seek to require such third
parties 16 follow appropriate privacy policies and will not authorize them to use this information except for the



express purpose for which itis provided, and you agree that we do not bear any responsibility for any
actions or policies of third parties.

Children’s Data Privacy Policies

YouScience is committed to protecting the privacy of children who use our Services. As the parent’

or guardian of a child under the age of thirteen (13), who has been. signed up to-use our Services, you
‘have certain rights pursuant fo COPPA regarding the collection, use, and/or disclosure of your chlld’
Personal Data; .

= You may review.the Personal Data submitted by your child through our Services at any time
by .contactin'g our Privacy Administrator at privacy@youscience.com. You may be required
to provide verifiable confirmation of your identity in refation to the child whose data you seek
to review. .
« By contacting our Privacy Administrator at privacy@youscienice.com, you may direct us to
deiete your ¢hild's Personal Data that YouScience has collected through the Services or withdraw
your consent to any further collection or use of the Personal Data.
» You always have the-option of consenting to the collection and use of your child's Personal
Data through our Services, but not to our sharing of the Personal Data with any third parties.
Unless you have alerted us to your preference otherwise. regardlng your child's information, we may share or
disclose Personal Data collected from children'in a limited number of instances, including the following:
= We may share Personal Data with our service providers only as necessary for them ta. perform
a business, professional, or technology support function for us.
» We may disclose Personal Data to the schoal administrators with whom we have contracted
to provide the Services fo the students,
* We maydisclose Personal Data if required by law, for example, in responsé to a court order or
a stibpoena. To'the extent: permitted by applicable 'Iaw, we also may disclose personal
information collected from children (i) in response 1o a law enforcement or public agency's (including
schaols or children services) request; (i) if we believe disclosure may prevent the instigation of a
crime, facllitate an investigation related to public safety or protect the safety of a child using our sites
or applications; (iif) to protect the security or integrity of our sites, applications, and ather technology,
as well as the technology of our service providers; or (iv) enable us 1o take precautions against
fiability.
As with all of our users.of any age, we will never require a child to disclosure more Persenal Data than

is. reasonably necessary to participate in our Services and we do not retain any Persenal Data for any
user longer than is required to fulfill the purposes for which the Personal Data was. supplied to us.

In certain circumstances; school administrators are permitted to act in the stead of parents and guardians for
purposes of granting consent to the collection of Personal Data:from children when we have contracted with




the school 1o provide our Services. We contractually reguire that all 6f our school administration pariners
abtain verifiable parental consent from the parents and guardians of studeits under thirteén (13) years old
priorto our providing our-Services or collecting any Personal Data. As a mattér of best practice, we also
highly recommend that our school administration parthers previde parents and guardians with notices of our
policies and online services, as well as any direct hotices that we provide to the schoal to-fulfill our COPPA
compliance requirements. Within the scope of the consent we have obtained from the school administrators,
we will treat the Personal Data of ¢hildren only in accordance with our instruction received from the school.
This in no- way limits your rights as a parent or guardian to review, request deletion of, or limit our usage of
your child's Personal Data, as described above.

On oecasion, ift-order to respond to'a question or request from a child, YouScience may neéd to ask for the
‘child’s online contact.information, such as an email address. We will deléte this information immediately
after responding to the question or réquest.

Whenever we collect a child’s onling contact information for ongoing communications, such as o provide a
newsletter with cocasional updates about our website andfor Services, we will simultangously require
‘a parent/guardian email address in order to notify the parent/guardian about the colléction and use of
the child's information, as well as to provide .an opporiunity to object to-our further contacting the'child,

Far mo're information about COPPA and general tips-about protecting children's online privacy, please visit
the FTC s website here.

How We Use Web Behavior Information

“Web Behavior Information” is information on how you use our Services (e.g. browser type; domains, page
wews) collected through log files, cookies, and web beacon technology during your visits to the YouScience
website. We use Web Behavior Information to i improve our Services-and your overall experience and to
track and monitor aggregate usage of our website and/or to target advertising for our preducts: and services.
We may alsc use your Web Behavior Information the same as other non-Personal Data {described below),
so long as it is de-identified.

» Log Files. When. you visit our website or use ocur mobile application, we gather certain information
automatically and store'it in log files. This information includes your Internet Protocol (IP} addresses,
browser type, Internet Service Provider, referring/exit pages; operating system, dateftime stamp, and
clickstream data (i.e. a list of pages or URLs visited). We may link this information fo your p_roﬂl'e:-ID
oraccount. We use this information o analyze trends, administer the site, track movements around
the site, identify and resolve issues, and gather demographic information about our user base as-a
whole.

= Cookies. Qur website uses cookies. Cookies are pieces of information. that a website transfers
to your browser for record-keeping purposes about your use of a website, These cookies will
be placed as-a text file in your browser.

« Web Beacons. A'web beacon is a clear graphic image that is lcaded by your web browser when
it accesses a website and that records your visit to a particular web page. We, er third parties
that work for us, may place cookies and web:beacons on our website, in emails, and in

advertisements on other websites. The purpose of our web beacons is to support our Services and



to promote our products and services through targeted advertisements, I you wish to disable web

beacons, you may configure your browser to prevent loading them.

When children use our Setvices, we iay also collect Web Behavior Information automatically. In the event
that we collect (¢r allow others to coilect) such information from children on Services for purpeses other than
those described abové, we will notify parents/guardians and-obtain verifiable: parental consent prior o such.
collection.

We May Use De-ldentified Information

‘We may use data and information about you that has been “de-idenified” ('data from which your name

or any personally identifying information has been removed, or the data has béen combired with

other people’s data iit such-a way that it is no longer associated with you) for any purpose — it is no longer
Personal Data.

Security

We take security seriously. We use a range of reasonable physical, technical, and administrative
measures fo safeguard your Personal Data, in accordance with current technological and industry’
standards. In particular, all connections to and from our website and mobile application are encrypted using
Secure Socket Layer (SSL) technology. Protecting your Personal Data is also your responsibility. You

dre responsible for safeguarding your passward, secret questions and answers, and other

authertication information you use to access our Services. You should rot disclose your-authentication
information to any third party, and you should immediately notify us of any unauthorized use of your
‘password. We cannot secure Personal Data that you release or that you request us to release.

Your Rights and Choices Regarding Your Personai Data

You may change, edit, update, or delete the information that you prowded when.you set up your

account through our Service(s) through your account settings. If you no longer wish to receive our Services,
you may closé your account by sending a written request to support@youscience,com

When closing ‘an account, we remove all Personal Data from your account {or profile). within thirty (30) days
‘of our receipt of your request. We may contlnue to use de-identified Personal Data after you close your
account for any iawful purpose.

If you reside in certain jurisdictions, such as the EEA, you may have additional rights and options with regard
to accessing, reviewing, correcting, and updating your Personal Data, as well as how we use and disclose
your Personal Data. As a Data Subject under GDPR, you have the. rlght 1o reguest aceess to your Perscnal
Data as it exists in our records by contacting our: Privacy Administrator at privacy@youscience.com, You
also-have thé right to rectification, corréction, or amendment of your Personal Data if it is inaccurate or
incomplete. You may also have the right to erasure of your Personal Data; however, this is not always
possible due to legal requirements and exceptions may apply.

A Data Subject may have the right to object to the processing of his or her Personal Data, for example, due.
to his or her particular situation, for direct marketing uses, or for scientific or historical research. In certain
circumstances, Data Subjects may have the right to obtain a restriction. on our processing of their Personal
Data, in which case such Personal Data will, with the exception of storage, only be processed with the Data
Subject's consent or in circumstances such as our exercise or defense of legal claims or the protection of
another person. Data Subjects may also have the right to request that we provide data portability for their
Personal Data via a copy of the data in-a commonly-used format and/or transfer their Personal Data directly
to another data controller (where technically feasibie). Exceptions to these rights may apply, for example; if
the proceéssing is necessary for a task carried out in the public interest. Finally, if & Data Subject has given
his er her consent to our processing of his or her Personal Data for certain purposes, he or-she has the right
to withdraw consent to such use at any time by contacting us via the: cont_act_ information below:



You can also-opt-out of receiving certain messages or notifications by contacting our Privacy Administrator
at privacy@youscience.com. You:can alse click the “unsubscribe” button at the bottorn of promotional emall
communications. Please note that you may not-opt-out of receiving non-promational messages regarding
your'aceotint, such as technical notices, purchase confirmations, or-Service-related emails. You can
-configure your browser to enable, disable or delete cookies. Please note that if you. set your browser fo
disable cookies, you may nét be able fo actess secure areas of the website and other parts of the website
may also not work properly.

You may also choose fo stop or stari receiving our newsletier or marketing__ emails by contacting us
-at marketing@youscience.com.

Dat4 Protection Officer

Qur appointed Data Protection Officer is Brett McCleary. If you have an inquiry regarding your

Personal Data, pursuant to the rights listed in the preceding section. (ahove), please-send your message to
the following email: privacy@youscience.com. You may alsa contact him at (801) 653- 93586.

Geographic Data Transfers -

We take steps to ensure that fransfers of Personal Data are performed in accordance with applicable

law and carefully managed {o ‘protect your privacy rights and interests. If you are a Data Subject, in

some instances we may need to transfer your Personal Data outside the EEA. Transfers are limited to
countiies that are recagnized as prowdmg an-adequate level of legal protection or where we-can be satisfied
that altemative arrangement are.in place to protect your privacy rights. Therefore, where we fransfer

your Personal Data outside our corporate affiliates or to third parties who help provide our produicts

‘and services, we obtain contraciual commitments o proiect your Personal Data under Data

Protééfion Agreéements and pursuani to standard contraciual clauses: Some of these assurances are well
recognized certification schemes, such as the EU—US Privacy Shield for the protection of Personal Data
‘transferred from within the European Union o the United: States. Where we receive requests for information
from law enforcement or regulators, we carefully validate these requests before disclosing any Personal
Data.

Information Disclosure Reguired By Law

Under certain circumstances Personal Data may be subject to disclosure pursuant to judicial or

other government subpoenas, warrants, or orders, or in coordination with regulatory authorities.
You-acknowledge and agree that YouScience is free to preserve and disclose any and all Personal Data ‘to
law enforcement agencies or others if reguired to do so by law or in the good faith belief that

-such presesvation or disclosure is-feasonably necessary:

Linked Websites _ _ _
We provide links to third-party websites operated by organizations that are not affiliated with YouScience,

We do not disclose your Personal Data to these organizations. We do not review or endorse, and we are not '

responsible for; the privacy practices. of these organizations. We encourage.you to read their privacy
statements, This Privacy Policy applies solely to information collected by YouScience.

Your California Privacy Rights _ _

‘California Civil Codé Section 1798.83 permits California residents to request and obtain a list of

what Personal Data (if any) we disclosed to third parties for direct marketing purposes in the.

preceding calendar year and the names and addresses of those third parties. Requests may be made only
once a year and are free of charge. Under Section 1798.83, California residents are entitled to request- and
obtain such information, by e-mailing.a request fo privacy@youscience.com.

Business Transitions



In the eveni that we go through a business trarisition such as a merger, acquisition by ancther company,
or sale of all or a portion of its assets, your Personal Data will likely be among the assets transferred. In
such a case, your information would remain subject to our Privacy Policy.

Changes to This Privacy Policy
We reserve the right to modify and update this Privacy Policy at any time by posting-an amended-version of
the statement on our Site. Please refer to this policy regularly. If at any time we decide to use Personal Data

in a manner different from that stated at the time it was collected, we will notify you either on the panel home

page of our Site or via e-mail.

How to Contact Us

Because protecting your privacy is important to us, you may always submit concerns regarding our Privacy
Policy on the contact us page. We will attempt to respond to all reasonable concerns and inquiries
expeditiously. If you have any guestions or commiants about our Privacy Policy, please contact us

at: sunnort@vousmence com or (801) 653-9356.




